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Authenticator, SmartAccess, Files

Security and usability
in harmony

User authentication is an important topic,
especially on mobile devices. Repeatedly
entering login credentials is time-consuming,
tedious, and a known security risk. Help
maximise the strategic potential of Enterprise
Mobility by offering the most seamless User
Experience to increase User Adoption.

With Hypergate Authenticator, your users no
longer need to enter login information when
working with their smartphone. A consistent
single sign-on experience across all devices
and apps becomes possible. Users can
authenticate directly to Active Directory or
LDAP using either their personal or company
smartphone. Hypergate Authenticator also
enables out of the box hybrid authentication in
on-premise and in the cloud.

Hypergate Files brings your on-premise data
stores to your mobile phone. All data types are
supported and can be opened directly with the
associated software.

Hypergate Smart Access helps you define
when, where and how your employees can
access your data. In the easy-to-use web portal
you have the possibility to define additional
access rules based on various factors such as
GPS data, networks, time etc.

Did we arouse your interest?
We look forward to hearing from you.

www.hypergate.com  +41 44 500 88 95
sales@hypergate.com

Login without password (SSO)
On-premise file access
Situational access rules

Main Advantages

SAVE COSTS AND TIME

Reduce support costs by enabling your employees to
change their passwords directly on their mobile
phones.

Save valuable time of your employees by Single Sign-On
and avoid that your employees have to login several
times.

EASE OF USE

Maximise the potential user adoption by delivering the
best user experience. The authentication process takes
place in the background. Your employees can enjoy the
seamless single sign-on experience without logging in
and have access to your applications and data at any
time. This leads to a happier and more productive
workforce.

INCREASED SECURITY

Eliminate phishing attacks with certificate-based
authentication. Smart Access lets you control employee
access based on your individual risk assessment.

CLOUD AND ON-PREMISE SETUP

Hypergate supports you on your way to the cloud.
Benefit from the advantages of a cloud infrastructure
without sacrificing the security of on-premise data
storage. Often it is not possible for legal, regulatory or
technical reasons to give data off-site, but access via
mobile devices is necessary and part of a modern way
of working.

FLEXIBILITY

Hypergate runs seamlessly on Android and Apple
devices and integrates with all popular Enterprise
Mobility Management (EMM) platforms. In addition,
native apps such as Google Chrome, Salesforce, Slack
and many more are supported out of the box, with no
additional integration required.
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How can Hypergate be used in
your environment

(B

Password Reset

We all experienced this situation: You're on a business Success Sto ry with Jefferies
trip and your password expires. Previously, your only

option was to contact your internal support, who had e Jefferiesis a U.S. investment bank
to reset your password manually. ° Publicly traded Fortune 500 company
. . e  85% of work devices are BYOD
With Hypergate_ you can reset your password directly e
from your mobile devices. :
e  Uses Hypergate to provide seamless access to
company resources
@ @ Mittul Mehta, Vice President at Jefferies:
STV, “Hypergate Authenticator allows Jeffries to
T run a hybrid cloud environment with a
Geofenci Nng seamless user experience, employees can

use the Google Chrome app on their
mobile device to securely connect to
internal websites”

As soon as your employees are no longer on the
company site, you will be prompted for multi factor
authentication.

N
@ Read the full Success Story:
-| www.blog.google/products/android-enterprise/
N = jefferies-case-study/
Further references on request

Hybrid Data Access

Bring your data from the cloud and from your data
center to your mobile devices.

Why Hypergate?

Hypergate is developed by Papers AG, a Swiss
company with more than ten years of experience in
the development of secure mobile software. The
Hypergate solution offers your employees a secure
and accessible work experience.

One-time Authentication
(Single Sign On)
Your employees log on to your mobile device once @ Hype rg ate

and Hypergate takes over the authentication of all

apps defined by you in the background. Logging in to Contact us for a consultation
your mobile device is also possible via biometric data.
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Calculate how much you can save
with Hypergate

IE’ Hypergate is a Swiss mobile
security solution for Android and iOS
www.hypergate.com/cost-calculator/
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